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Welcome to the International Scientific Conference ‘Legal challenges in the
Digital Era’
It is a great honor and pleasure to welcome you to the International Scientific Conference that the
Department of Criminal Law, Faculty of Law, Tirana University is co-organizing in collaboration with
the Security, Technology and e-Privacy (STeP) Research group of the Faculty of Law, University of
Groningen (the Netherlands), Centro Studio, Alta Formazione e Ricerca Italo-Albanese del CEMAS,
Sapienza Università di Roma (Italy) and the Faculty of Security and Investigation of the Academy of
Security (Albania).
The central theme of our Conference is: “Legal Challenges in the Digital Era”.
Technology developments and digitization have shaken the established national and international legal
regime in profound ways and affect current and future laws and policies. What seemed certain or
predictable is called into question. New challenges and opportunities arise.
The conference theme has attracted participants from different backgrounds and jurisdictions to
consider the present and future challenges that technological developments create for the legal
system(s).
The Conference features more than 45 paper presentations in 12 parallel sessions covering various
topics that discuss legal problems we face in the Digital Era from various angels:
 Cyber and Economic Crime
 Human Rights
 The legal process
 Data protection and Privacy
 Digital markets
 Intellectual property law
 Artificial Intelligence
We are looking forward to two days of interesting presentations and debates!
On behalf of all the Conference Chairs,
Assoc. Prof. Dr. Dorina Hoxha
Conference initiator and Chair

Prof. Ass. Dr. Jonida Milaj
Conference initiator and Chair

Department of Criminal Law
Faculty of Law
University of Tirana

STeP
Faculty of Law
University of Groningen
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About the Faculty of Law, University of Tirana
The Faculty of Law was established in 1954, initially named as the “High Institute of Law”. After the
establishment of the University of Tirana, the High Institute of Law was incorporated into the
University, by the name “Faculty of Law”. After its reorganization in 1965, the Faculty was renamed
“Faculty of Political Science and Law”, and it had a stream of studies in political science and law.
These two streams respectively, prepared specialists of a political profile for the central and local
bodies, as well as lawyers to serve at the judiciary system and the state administration. In 1967, the
Faculty opened also the stream of journalism, which graduated journalists for the press and RadioTelevision media.
In 1991, the law stream was separated from that of philosophy and political science - and in this way
two separated faculties were created. On the other hand, the branch of journalism was transferred to
the Faculty of History and Philology. Since then, the Faculty of Law was called the “Faculty of Law”.
Until the 1970’s, the curricula of the legal studies included four years of study and after that, for a
decade, it was reduced to three years of study, followed by a year of practice at the different institutions
of justice. In the 80s, this Faculty reinstated the four-year curricula.
In the 1990’s the Law Faculty underwent numerous changes. The introduction of new legal concepts
and new practices related to the establishment of new legal system, made it necessary to reform the
major part of the academic aspects, scientific, educational as well as physical capacities of the Faculty.
At the beginning of 1991, curricula and programs were changed and developed following Western
European models, which further improved in 1995, 1997 and 1999.
Students at this Faculty can attend a full-time program of study or the part time program. Student
enrollment is based on competition, organized every year at the end of high school studies.
The cycles of studies are modeled upon the Bologna system: a three-year Bachelor program, one and
two- year Master programs, and three-to-five-year PhD studies.
There are approximately 5100 students enrolled in the Faculty of Law, out of which 1760 attend the
full-time study program, while 1400 students are in the part-time system.
In the second cycle of full-time study, i.e., in the Master Program, there are approximately 1240
students attending the Scientific Master program and 420 students attending the Professional Master
Program. There are also around 300 students in the part-time program of Professional Master. There
are also around 80 PhD students.
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Discover Europe’s last unturned stone – Albania
Albania is located in the western part of the Balkan Peninsula. The country covers a total of 28,000
square kilometers (11,000 square miles) and its population is around 3.3 million.
Albania is home to some of the most beautiful beaches in Europe, and is full of mountains, where you
can hike through foothills. Snow capped peaks and velvety slopes are accessible almost the length and
breadth of the county.
Albania has stunning lakes that you can enjoy all year round.
In the South of Albania, you can swim, sail, fish, and relax whilst taking in the most incredible views
and dining on local cuisine.
Discover Albania’s hidden gems, by enjoying a short video in the link below:
https://www.youtube.com/watch?v=aMHi-R0UEKk
Discover ALBANIA | Europe's Hidden Gem 🇦🇦🇦🇦
https://www.youtube.com/watch?v=Rl9nMMk6ppg
You can have a look to Albania`s best places to visit, in the link:
https://www.discoveralbanianow.com/destinations/
https://thethi-guide.com/
https://feel-albania.com/
Enjoy some of the photos taken from Discover Albania`s web:
South Albania:
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North Albania and its magnificent nature
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General Programme
Thursday 8 April
10:00- 10:20

10:20 – 10:50

10:50 – 11:00

11:00 – 13:00
13:00 – 14:00
14:00 – 16:00
Friday 9 April 2021
9:00 – 11:00

11:00 – 11:15

11:15 – 13:00

13:00 – 14:00

14:00 – 16:00

Official Welcome by
Assoc. Prof. Dr. Dorina Hoxha
Head of the Department of Criminal Law,
Prof. Dr. Sokol Mëngjesi
Dean of the Faculty of Law, University of Tirana
Keynote Lecture
Prof. Dr. Jeanne Pia Mifsud Bonnici
Co-Head of STeP, University of Groningen
Understanding legal responses to digital transformation 3.0
Tea and coffee break
https://www.youtube.com/watch?v=oyFy_EC8Wmg
https://www.youtube.com/watch?v=eVIozKR9p50
https://www.youtube.com/watch?v=CfewrYGBvBI
Parallel Session
1 – Cybercrime
2 – Human Rights implications
Lunch Break
https://www.youtube.com/watch?v=fqwODJFyXSs
https://www.youtube.com/watch?v=S7tg80Fc6DM%5C
Parallel Session
3 – Technology and the legal process
4 – Data Protection and Privacy
Parallel Session
5 – Digital Markets
6 – Intellectual Property
7 - Economic crime & Cybercrime
Tea and coffee break
https://www.youtube.com/watch?v=crSbZyJcmhM
https://www.youtube.com/watch?v=RnBT9uUYb1w
https://www.youtube.com/watch?v=uVQDZurrqWw
Parallel Session
8 – Cybercrime
9 – Privacy and Data Protection
10 – Regulation
Lunch break
https://www.youtube.com/watch?v=y2lHwQYXM6c
https://www.youtube.com/watch?v=Fe-GrSOrg1o
https://www.youtube.com/watch?v=Ua2zyVATcDs
Parallel Session
11 – Artificial Intelligence
12 – Data Protection and Privacy
https://www.youtube.com/watch?v=1fU4LyfQ454
https://www.youtube.com/watch?v=0VWUEIkMOyk

Farewell drink

https://thethi-guide.com/
https://feel-albania.com/
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Keynote speaker
Prof. Dr. G.P. (Jeanne) Mifsud Bonnici
Professor in European Technology Law and Human Rights

Jeanne Mifsud Bonnici is Professor in European Technology Law and Human Rights at the Faculty
of Law of the University of Groningen. She co-leads the STeP Research Group, which she has also
co-founded. She holds two doctorates (LLD - University of Malta, 1995 and PhD - University of
Groningen, 2007) as well as a Masters in Cognitive Science (University of Birmingham, 1996). She
has published a book on ‘Self-Regulation in Cyberspace’ and has followed discussions on internet
governance for over 10 years.
She has taught and researched law at the University of Malta, the University of Central Lancashire,
the University of Amsterdam and currently at the Faculty of Law of the University of Groningen.
She has participated in many EU founded projects, some of which she has coordinated.
Her current research focuses on four main themes:
(i)
(ii)
(iii)
(iv)

Privacy and Security: conflicting and converging values
Data protection and health related data
Internet governance
Converging technologies and convergence of law
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Parallel Sessions Overview

Thursday 8 April 2021

10:00 – 10:20

Official Welcome
Assoc. Prof. Dr. Dorina Hoxha

Head of the Department of Criminal Law, Faculty of Law, University of
Tirana

Prof. Dr. Sokol Mëngjesi

Dean of the Faculty of Law, University of Tirana

10:20 – 10:50

Keynote Lecture
Prof. Dr. Jeanne Pia Mifsud Bonnici

Co-Head of STeP, University of Groningen
Understanding legal responses to digital transformation 3.0
10:50 – 11:00

Tea and coffee break

11:00 – 13:00

Parallel Session 1 – Cybercrime
Moderator: PhD Etlon Peppo
Towards a criminal statute of the internet and multimedia: criticalities and
perspectives of a system in constant evolution (ID: 01)
Mattia Romano PhD candidate, University e-Campus, Rome
Legal dimension of cyber research in Albania (ID: 02)
Dr. Dorina Saja, Tirana University
Albania in the fight against Cybercrime (ID: 03)
Holta Seferi MSc, Ministry of Education, Sport and Youth
Cybercrime and victimization in Computer networks (ID: 04)
Andi Përmeti PhD candidate, Ennio Shkodra MSc, Parliament
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Parallel Session 2 – Human Rights implications
Moderator: Prof. Dr. Jeanne Pia Mifsud Bonnici
The right to privacy versus freedom of expression in the Albanian media:
Law, practice and lack of oversight on new emerging social media platforms
(ID: 05)
Assoc. Prof. Dr. Enkeleda Olldashi, Roden Hoxha MSc, LLM, PhD
Candidate, Tirana University
Guilty by By Lock: How international human rights law bodies address the
de facto criminalisation of encryption in post-coup Turkey? (ID: 06)
Prof Ass Dr Mando Rachovitsa LLM, University of Groningen
Freedom of expression manifestated through electronic media, in line with
the European Convention of Human Rights (ECHR) (ID: 07)
Egzon Qovanaj LLM, MSc, Av Leutrim Syla, University of Peja
Protection of Personal Data in relation to the Right to Information in the Age
of Internet (ID: 08)
Elvana Çiçolli PhD Candidate, Administrative Court
13:00 – 14:00

Lunch Break

14:00 – 16:00

Parallel Session 3 – Technology and the legal process
Moderator: Assoc. Prof. Dr. Ersi Bozheku
Legal, social and ethical analysis on compulsory DNA collection in the
Forensic Sciences of Albania (ID: 09)
Prof. Dr. Bardhyl Çipi, PhD Vladimir Ikonomi, Tirana University
Questioning of the witness and the defendant by technological means
(ID: 10)
Assoc. Prof. Dr. Klodjan Skenderaj, Tirana University
Excecution of obligations and e-Executions (ID: 11)
Tedi Malaveci, National Chamber of Private Bailifs
Lawyer’s duty to protect client information in the digital era (ID: 12)
Assoc. Prof. Dr. Evisa Kambellari Esq, Tirana University
Parallel Session 4 – Data Protection and Privacy
Moderator: Prof. Ass. Dr. Jonida Milaj LLM
Withdrawal of Consent for Biomedical Research and its Effects from a Data
Protection Perspective (ID: 13)
Marcu Florea LLM, PhD Candidate, University of Groningen
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Declassification and publication of personal / sensitive data due to the state of
natural disaster (ID: 14)
M.Sc. Arbesa Kurti, PhD candidate Anxhelina Zhidro, Tirana University &
Democritus University of Thrace, Greece
Data Protection in the design process of eHealth: The Dutch contact tracing
app Coronamelder as an example (ID: 15)
Jessica P Hof LLM, PhD candidate, University of Groningen
Safeguards on privacy protection while working from home (ID: 16)
Bora Kola, MSc, Ministry of Health and Social Protection

Friday 9 April 2021
9:00 – 11:00

Parallel Session 5 – Digital Markets
Moderator: Dr. Petrina Broka
Financial markets based on the technology of distributed registers (ID: 17)
Katrin Treska PhD Candidate, Fatri Islamaj, PhD Candidate, Institution of
the President of the Republic
Legal & regulatory effects of FinTech's in digitalizing financial markets
(European & US perspective) (ID: 18)
Klaus Xhaxhiu PhD Candidate, LLM, Zaim Lakti LLM, Vistra Germany &
QFS Corporation USA
Future Challenges in the Mechanisms of Corporate Governance (ID: 19)
Artens Lazaj MSc, Tirana University
The relevance of intermediate steps of protracted process as inside
information in the light of the new European regulation of Market Abuse
(ID: 20)
Dalila Federici PhD Candidate, University La Sapienza
Parallel Session 6 – IP
Moderator: Dr. Jonad Bara
Legal-criminal protection of copyright in Albania. Aspects compared to the
current Italian system (ID: 21)
Av Sheldiana Jano, Chamber of Advocates
Protection of Intellectual Property Rights in Albania in the Light of
European Integration Processes (ID: 22)
Assoc. Prof. Dr. Florian Bjanku, University of Shkodra
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Protecting the trademark rights from online counterfeiters (ID: 23)
Dr. Etlon Peppo, Assoc. Prof. Dr. Jola Bode, Tirana University
Copyright enforcement and the internet: Recent developments and
contemporary challenges (ID: 24)
Ina Hasankolli MSc, Enea Sheqi MSc, Inspectorate of Market Surveillance
Parallel Session 7 – Economic crime & Cybercrime
Moderator: Assoc. Prof. Dr. Ervin Karamuço
Corporate bankruptcy criminal law in the syndemic scenario (ID: 25)
PhD Andrea Pantanella Post Doc, La Sapienza University
Some notes on interpretative problems in bankruptcy crimes. Comparative
aspects of the Albanian and Italian discipline (ID: 26)
Assoc. Prof. Dr. Ersi Bozheku, La Sapienza University
The digital currency and money laundering in Albania (ID: 27)
Assoc. Prof. Dr. Ervin Karamuco, Tirana University
The impact of cybercrime on consumer rights (ID: 28)
Ketjona Kaçupi MSc, Edvin Morava MSc, Ministry of Justice
11:00 – 11:15

Tea and coffee break

11:15 – 13:00

Parallel Session 8 – Cybercrime
Moderator: Dr. Alban Koçi
Artificial Intelligences and human responsibility (ID: 29)
Prof. Dr. Maria Beatrice Magro, Gulielmo Marconi University
Computer fraud provided in Article 143/b of the Albanian Criminal Code
(ID: 30)
Assoc Prof. Dr. Dorina Hoxha, Prof Assoc Dr Lirime Cukaj, Tirana University
The Penal Juridical Defense Against Acts of Xenophobic and Racist Nature
Committed Through Computer Systems (ID: 31)
Dr .Ylli Pjetёrnikaj, Prof. Dr. Altin Shegani, Tirana University
Spread of Cyber crime, reasons, consequences, and cyber crime in Albania
(ID: 32)
Vilma Musta MSc, Besmir Qibini, MSc, Brunes & Kavaja Municipality
Parallel Session 9 – Privacy and Data Protection
Moderator: Romina Beqiri LLM
The Challenge of Incorporating Legal Rules in Digital Applications: Data
Protection by Design and by Default and the Certification Mechanism in the
GDPR (ID: 33)
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Efstratios Koulierakis PhD Candidate, University of Groningen
Social Media and legal challenges on the data protection in criminal
proceedings. International standards and the case of Albania (ID: 34)
Dr. Fjorida Ballauri (Kallco), Josi Ballauri MSc, Academy of Security
Legal and ethical challenges in the use of open source data (ID: 35)
Prof. Ass. Dr. Jonida Milaj LLM, University of Groningen
Processing of personal data due to employment relationship (ID: 36)
Av Franc Terihati, Chamber of Advocats
Parallel Session 10 – Regulation
Moderator: Dr. Iv Rokaj LLM
Multi-sided platform abuses and optimal enforcement design – Law &
Economics considerations (ID: 37)
Prof. Dr. Stefan E. Weishaar LLM, MSc, University of Groningen
The European Union’s evolution of Market Manipulation offence (ID: 38)
Ph.D. Marina Poggi d’Angelo, University La Sapienza
The rapid evolution of digital markets in Albania: analysis on the antitrust
legal framework for digital services (ID: 39)
Kejsi Ziu LLM, MSc, Ministry of Europe and Foreign Affairs
Cyber Strategy-The importance of an inclusive and rights-oriented process
(ID: 40)
Assoc. Prof. Engjell Likmeta, Enton Dimni MSc, Tirana University
13:00 – 14:00

Lunch break

14:00 – 16:00

Parallel Session 11 – Artificial Intelligence
Moderator: Prof. Ass. Dr. Mando Rachovitsa LLM
Artificial intelligence-based crimes: Are we heading towards an AI crime
dominated future? (ID: 41)
Ina Veleshnja MSc, Tirana University
Artificial Intelligence Effects on Human Rights, Democracy and Rule of Law
(ID: 42)
Sabrina Qypi MSc, State Police
Artificial Intelligence in the courtroom: A question of humanity and necessity
(ID: 43)
Renis Sheshi MSc, School of Magistrates
Old Products, New Risks: Cybersecurity and the EU Product Liability
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Framework (ID: 44)
PhD Nynke E. Vellinga, Post Doc, University of Groningen
Parallel Session 12 – Data Protection and Privacy
Moderator: Assoc Prof Dr Evisa Kambellari, Esq Attorney at Law, NY
USA
Expanding The EU’s Border Security Ecosystem Through Externalisation:
The Albanian Example (ID: 45)
Lauren E. Elrick PhD Candidate, University of Groningen
Data Justice and Interoperability: A Socio-Legal Reflection on Europe’s
Digital Border Surveillance (ID: 46)
Mattis van ‘t Schip LLM, University of Groningen
Innovations in online technology, the safety and danger of children to
‘virtual fashion’ (ID: 47)
PhD Pjereta Agalliu, Tevia AGALLIU MSc, Tirana University
Children’s Rights and Technology (ID: 48)
Av Diana Malaj, ATA Group
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Abstracts (01-48)
ID: 01
Towards a criminal statute of the internet and multimedia: criticalities and perspectives of a
system in constant evolution
Mattia Romano PhD candidate, University e-Campus, Rome
Starting from the end of the last century, criminal legislation has had to progressively adapt to
technological and media evolution. Thus the need arose to draft rules aimed at cyber-security and to
face the advent of cyber-crime. Whenever the legislator has deemed it necessary, it has introduced new
types of crime that did not exist before the time of digitization. Over time, however, it has become
necessary for the legislator to make the cases already introduced or those newly introduced more and
more specific. Certainly, a catalyst of this innovation of the criminal system was the strong change
due to the opening of the internet public which triggered a necessary legislative change aimed at
fighting cyber attacks on the network and, more generally, all so-called cyber crimes.
Moreover, the cybernetic reality seems to have completely overcome the traditional spatial and
temporal categories, in so doing it is necessary to find a new lexicon for the formulation of the cases.
Over the years, the doctrine has worked hard to put in place purely dogmatic activities, aimed at
researching and developing the theoretical principles of legal institutions related to “cybercrime”.
However, at present, there is no internationally recognized definition of “computer crime” or
“computer related crime” or “cyber-crime”.
We must therefore consider the future of such a sensitive and important subject.
ID: 02
Legal dimension of cyber research in Albania
Dr. Dorina Saja, University of Tirana
This study focuses on the legal dimension of cyber research in Albania, analyzing criminal legislation
in an attempt to identify whether the legal framework is comprehensive and reflective of the forms of
cybercrime operating in Albanian society. Adjusting the legal norms to the level that rigorously predict
deviant behaviors in the cyber field means that it can allow space for discussion on the degree of
effectiveness of legal enforcement against cyber illegality.
While being in the conditions of accelerated digitalization of political, legal, economic and social
organization, increasing the superiority of the use of technology in everyday life but in increasing
trend are the forms, intensity and ways of cybercrime which in real time are evolving and amplifying.
In these conditions, it is a challenge for our legislation to not only currently respond to the necessity
of well-defined forms of crime, but at the same time it is in a race to be adopted with its changes and
evolution. This paper addresses this report and builds a correlation on the relationship between them
by providing a theoretical approach to the legal framework, structures for implementing legal
measures, the level of effectiveness in preventing, punishing and minimizing cybercrime.
This paper argues that currently criminal legislation in Albania can not be effective, satisfactory to
cybercrime, because it does not clearly provide for all its forms, building with a negative correlation
between the effectiveness of the legal framework and the implementation of preventive punitive
policies of the phenomenon. In order for Albania to investigate and punish this crime it must adopt a
comprehensive legal structure which will be able to address this new crime clearly and accurately.
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ID: 03
Albania in the fight against Cybercrime
Holta Seferi MSc, Ministry of Education, Sport and Youth
The evolution of technology that is characterizing the era in which we live, has given the main color,
not only the development of society, but also the policy pursued by different countries, both in the
domestic sphere and in international relations.
Developments and increased use of information and communication technologies, come with great
benefits and at the same time bring threats, therefore cyber security and protection are crucial.
One of the current and ongoing challenges for all countries is to build a digitally developed and cyberprotected society, equipped with the necessary knowledge and skills to maximize benefits and manage
risks.
Albania, in addition to developments in the field of information technology and the revolution on the
digitalization of public services, in its efforts to prevent and combat cybercrime, has made continuous
efforts to improve the legal framework for cyber security.
In this context, Albania has ratified, with law no. 8888, dated 25.04.2002, "Convention on
Cybercrime", which aims to combat cybercrime and the need to protect legitimate interests in the use
and development of information technologies. The Convention is seen as a necessity to curb actions
directed against the confidentiality, integrity and availability of computer systems, networks and
computer data, as well as the misuse of such systems, networks and data, by ensuring that such activity
is criminalized and by creating sufficient forces to effectively combat these criminal offenses,
facilitating the detection, investigation and prosecution of these criminal offenses at both national and
international levels. The Albanian Criminal Code, according to the content of the Convention has
provided a series of provisions related to cybercrime. The provisions dealing with these offenses are
not included in a separate title of the Criminal Code, but are attached to the provisions of other existing
offenses, with which they bear more similarities.
Thanks to the progress made in terms of qualifying criminal offenses in the field of cybernetics and
the fight against them, Albania has improved in the Global Cyber Security Index, worldwide and at
the European level.
In this regard, the drafting of the "National Cyber Security Strategy 2020-2025", has marked an
important step in establishing appropriate institutional mechanisms, in order to increase the level of
cyber security in the country.
ID: 04
Cybercrime and victimization in Computer networks
Andi Përmeti PhD candidate, Ennio Shkodra MSc, Parliament
Cybercrime is today one of the biggest legal challenges and problems for the Republic of Albania as
well as internationally. The Internet has become widespread in our country, being present everywhere.
Cyberspace today is one of the biggest legal problems that Albania is facing and an international
challenge for all waiting for an effective solution.
In the last two decades, cybercrime has emerged as a prominent "injury" area for criminologists and
as a growing public safety concern. Although there are many terms that define cybercrime, this term
generally refers to crimes committed by the use of computer and computer network, but also includes
crimes that are not limited to the computer. Ongoing research has uncovered the nature and prevalence
of cybercrime, in correlation with victimization insults and issues related to the investigation and
punishment of this type of crime.
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Online victimization is a new term, recently used by the science of Victimology because of
technological development. The whole society should be educated for its prevention and educational,
normative and punitive measures should be taken for the perpetrators who commit criminal offenses;
but also victims or entities that may be subject to victimization in the future should be informed of the
responsibility they have, especially during the actions they perform through electronic means and the
Internet.
This paper aims to address a number of issues of online victimization as a new field of crime in Albania
and beyond.
ID: 05
The right to privacy versus freedom of expression in the Albanian media: Law, practice and
lack of oversight on new emerging social media platforms
Assoc. Prof. Enkeleda Olldashi, Roden Hoxha MSc, LLM, PhD Candidate, Tirana University
The right to information and freedom of expression is a right guaranteed by international and domestic
legal instruments; the right to hold opinions and receive and disseminate information and ideas without
interference by public authorities. They are further expanded upon in the context of journalism, with
the latter being given a wider margin of appreciation in their exertion. Nonetheless, a journalist’s right
to freedom of expression is not absolute, with the term “responsibilities” becoming a secondary
prerogative pursuant to the ECHR and the case-law of the Strasbourg Court.
In this regard, the term “rights” is construed as journalist’s prerogative to exercise their profession,
while the term “responsibilities” denoting the obligation to act in good faith and provide accurate and
reliable information of public interest, in accordance with the ethics of journalism and the respect and
safeguard of the privacy of the subjects of their stories. In recent years, further to the numerous ethical
violations committed by journalists and media outlets for the sake of publishing a ground breaking
story, the balance of the right of the public to know and the right of the subject to be shielded from
public attention, has been further upset by the advent of social media and the use of these platforms as
tools of dissemination and multiplication of news. For the better part, these outlets are either
unregulated and operating in a vacuum, or are plainly violating the already set out bylaws and
guidelines issued by public institutions such as the Information and Data Protection Commissioner
and the Electronic and Postal Communication Authority.
International institutions such as the Council of Europe and the European Union have issued general
guidelines and standards for the interaction of media with the right to private life and instituted strict
legal frameworks for the protection of privacy including here the media context.
The Albanian legal framework, with the exception of an inadequate set of guidelines and standard
setting self-regulation instruments and ethic codes, lacks the appropriate institutional background and
oversight for the protection of privacy in the media context, be that on legacy media or new and
emerging social media markets.
ID: 06
Guilty by ByLock: How international human rights law bodies address the de facto
criminalisation of encryption in post-coup Turkey?
Prof Ass Dr Mando Rachovitsa LLM, University of Groningen
This paper discusses the human rights implications of States identifying the mere use of encrypted
technologies as evidence of criminal behaviour. It does so by bringing to the fore the case study of the
practice of Turkish authorities, in the aftermath of the failed coup, to use the alleged download and/or
18

use of ByLock, an encrypted messaging service, as decisive evidence of being a member of a terrorist
organisation. Many Turkish citizens - the number ranges, according to different sources, from 50,000
to 80,000 or even 100,000 - from all walks of life have been detained, prosecuted and convicted under
anti-terrorism legislation on the exclusive or primary basis of using ByLock. In certain instances, the
use of other encrypted messaging applications, such as Falcon or Viber, is also invoked by Turkish
authorities as evidence in criminal proceedings.
The first part of the paper unpacks how Turkish investigative authorities have construed the
presumption that ByLock was exclusively by those who were members or supporters of the Gülen
movement even though this assertion has been found to be unconvincing and unsupported. More
importantly, Turkish courts have uncritically endorsed this presumption: they accept that the
determination that an individual allegedly uses ByLock is decisive evidence for substantiating
reasonable suspicion to detain as well as subsequently criminally convict individuals to heavy
penalties.
The second part demonstrates how the presumption according to the which the (alleged) use of ByLock
is sufficient evidence to be suspected of having committed a crime arguably violates a series of human
rights, including the right to freedom of expression, the right to liberty, the right to a fair trial and the
right to be free from discrimination. The dubious evidentiary value of the use of ByLock has been
brought to the fore on the international plane. The UN Human Rights Committee, the UN Working
Group on Arbitrary Detention and the European Court of Human Rights (ECtHR) have already
decided several complaints pertaining to ByLock. Interestingly, the discussion also shows that whereas
the Working Group on Arbitrary Detention and the UN Human Rights Committee paved the way with
a series of well-founded and relevant opinions by thoroughly assessing the implications of the alleged
use of ByLock, the ECtHR seems to be unwillingness to address such implications under Article 10
ECHR and Article 5 ECHR.
ID: 07
Freedom of expression manifestated through electronic media, in line with the European
Convention of Human Rights (ECHR)
Egzon Qovanaj LLM, MSc, Av Leutrim Syla, Prizen University
Freedom of expression is one of the fundamental human rights incorporated in almost every
international human rights’ instruments. Since freedom of expression is manifested in various forms,
electronic media is of particular importance. Experiencing the nowadays technological development
trend, electronic media may widely be abused to incite xenophobic acts, acts of hatred and extremism,
acts with intent to insult, etc. For all these phenomena that exceed the limits of freedom of expression
in the electronic media, we will see how the jurisprudence of the European Court of Human Rights
(ECtHR) has given direct or peripheral interpretations on the extent to which freedom of expression
shall be restricted when manifested through electronic media. Of particular importance would be the
treatment of the freedom of expression in cases of disclosure of national secrets (classified
information) through electronic media. In terms of national legislation, we will address the freedom
of expression and its restrictions, set by the domestic criminal law, in comparisons with other states
setting minimum restrictions on the freedom of expression through electronic media. Among other
things, we will address how the manifestation of the freedom of expression through electronic media
requires the respect for another right, (ex.) such as right to privacy, which extensionally might be
considered as right to private life and confidential data (protection of personal data). Based on the
principle of proportionality, the right to privacy must be exercised in such a way as not to restrict the
right to freedom of expression.
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ID: 08
Protection of Personal Data in relation to the Right to Information in the Age of Internet
Elvana Çiçolli PhD Candidate, Administrative Court
The right to have information is one of the fundamental human rights enshrined in the fundamental
acts of different countries in their constitutions, as well as in a number of special laws. Also, this right
is regulated in various international acts. Information is one of the basic human rights, so respecting it
means respecting the dignity of the human being. It is recognized both by international acts, as well
as by the Constitution and numerous national normative acts. In the Constitution of the Republic of
Albania is included a special article nr 23, especially about the information on the activity of public
administration:
“1. The right to information is guaranteed.
2. Everyone has the right, in accordance with the law, to receive information on the activities of state
bodies, as well as on persons exercising state functions.
3. Everyone is given the opportunity to attend meetings of collectively elected bodies. "
If the citizen has the right to be informed, then there must be an obligation of the state to inform the
citizens. According to Article 15 of the Constitution, the right for information is inviolable, indivisible
and inalienable, thus ensuring this right a special protection from any kind of restriction unfounded in
law. The purpose of enshrining this right in the Constitution is, firstly, to guarantee the observance of
a right considered fundamental to the system of political and institutional organization of the rule of
law and, secondly, to formalize the importance of the law by raising it at the constitutional level, which
implies a primary value over the rights provided in ordinary legislation.
ID: 09
Legal, social and ethical analysis on compulsory DNA collection in the Forensic Sciences of
Albania
Prof. Dr..Bardhyl Çipi, PhD Vladimir Ikonomi, Tirana University
"DNA fingerprinting" through the taking of blood and other secretions of the human body is
considered as one of the most revolutionary advances in forensic identification and is of particular
interest to forensic medicine.
Although DNA identification has to do with personal identity, it is possible to test the material for this
examination, from respective laboratories, together with the DNA on the whole.
In contrast to fingerprinting (the science of fingerprints, used in forensic practice to identify a person,
since the early 1900s), the forensic use of DNA samples for identification requires more care because
it risks compromising the privacy and individual freedoms.
It is therefore necessary that these examinations strictly respect the ethical rules of consent and
confidentiality.
In our country, where DNA examinations for resolving criminal and civil cases have started to be
performed by the scientific police institute, only after the 2000s, this type of examination was not
provided in the 1995 Code of Criminal Procedure. Article 199 of this code only stated that in relation
to blood sampling, it can be performed even without the will of the person, if there is no risk to health.
Then in 2017, in an amendment of this code, in article 201 / a, is presented the detailed procedure that
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must be observed for taking samples of blood and other tissues of the human body for performing
DNA analysis, where first of all, the consent of the person to be examined must be respected, without
excluding the possibility of taking them compulsorily.
In this study, the authors analyze in detail the important issue of consent, which reflects the principle
of independence of the person in the fields of medical sciences, compared to that of consent in criminal
matters, including that of DNA analysis.
In conclusion, it is emphasized that the application in Albania of DNA analysis in criminal and civil
cases requires great care in implementing the procedures set out in the relevant legislation, including
the principles of consent and confidentiality in obtaining and storing their data for respecting human
rights and preserving human dignity.
ID: 10
Questioning of the witness and the defendant by technological means
Assoc. Prof. Klodjan Skenderaj, Tirana University
The Code of Criminal Procedure of Albania provides in the chapter on evidence and the questioning
of the defendant and witnesses. In addition to the general rule that the defendant's questioning is
conducted in a hearing before the trial panel, however, in special cases it is provided that the
defendant's questioning be conducted remotely as well as taking of evidence remotely. Thus, the code
provides for the remote questioning of a person taken as a defendant in a related proceeding or serving
a sentence abroad. The Code also stipulates that in the case of collaborators of justice, infiltrators or
undercover persons, and protected witnesses or secret (anonymous) witnesses, their interrogation will
be proceeded remotely. This is made possible precisely through the use of technology tools, through
the audiovisual link, guaranteeing at the same time the right of the defendant and his defense to
question these witnesses. In the case of questioning of witnesses, it is provided that, mainly in the case
of a juvenile witness, his questioning is enabled in the environment where he is located through
audiovisual means. This paper will analyze exactly the ways of questioning witnesses and defendants
according to the provisions of the Code of Criminal Procedure, referring at the same time to the
national and international legal framework ratified by our country, regarding the use of technology
tools to perform these procedural actions. It should be noted that the use of technology tools should
not infringe on one of the fundamental rights enjoyed by the defendant in criminal proceedings, such
as the right to defend and challenge evidence before a trial panel.
ID: 11
Excecution of obligations and e-Executions
Tedi Malaveci, National Chamber of Private Bailifs
In this paper, the author will try to make a quick approach on factors that potentially affect the speed
of notification procedures, especially using innovative modern technology and the need to have a
unified approach within the Balkan region in cross border executions. Innovative modern technology
would facilitate legal procedures for the execution of obligations of an economic nature and would
establish a more direct link between law and the economy in national and regional sense. This will be
possible through an update with a summary of current legal possibilities to perform electronic (E-)
execution in Albania; and a thorough analysis of execution with electronic signatures, its` security,
risks and benefits. The author will explore through the paper the easiest legal ways to use E-execution
in national and cross border dimensions, by trying to fully identify its benefits and advantages. The
Covid-19 pandemic, made clear for each of us - entering a new era that suggests the urge to fasten the
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developing of a new way of communication - the new way of electronic execution, in order to fulfill
the right of the parties requesting the service of execution of obligations. Therefore, having a clear
overview on the legislation that allows/regulates electronic execution; having a clear overview on the
technological side of electronic execution; and clearly identifying the necessity of full interaction
among state and private databases and the need to strengthen more personal data, being fully aware of
it risks and benefits, it’s a must in the new era of digitalization we are living now. On the other side,
the author evaluates that understanding the importance of cross border execution and make it easier
through standardized forms, it is also a crucial point that supports the delivery of justice. The flexibility
of justice in terms of execution of economic obligations according to the fast electronic methods of
information and interaction that requires our new modern era, is a necessary fusion of law within
economy and vice versa. According to this purpose the author will dedicate an important section of
this paper on the standardization of regional approach for cross border execution.
ID: 12
Lawyer’s duty to protect client information in the digital era
Assoc. Prof. Evisa Kambellari, Esq Attorney at Law, NY, USA
Lawyers have an ethical obligation to protect confidential client information when storing and/or
transmitting information pertaining to their clients over the internet. Rules of professional
responsibility require that a lawyer makes reasonable efforts to prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to, information relating to the representation of a client. Use of
technology in legal services comes with great advantages, but at the same time exposes the legal
professionals to increasing cybersecurity threats.
The paper aims at presenting some guidance on appropriate security measures that need to be
considered by lawyers when they engage in practices of online information sharing or offering of
remote legal services. Appropriateness of security measures implemented by legal professionals is
analysed by taking into account various factors such as the sensitivity of the information, the likelihood
of disclosure if additional safeguards are not employed, and the cost of employing additional
safeguards. The paper references the Formal Opinions of the American Bar Association on securing
communication of protected client information in an effort to lay out the standards that should be
followed by legal professionals when transmitting information relating to the representation of a client
over the Internet, or when Cloud services are used to store confidential client information.
The paper ends with some recommendations on ethical and security aspects that need to be considered
in the new post-COVID 19 reality of enhanced use of online information sharing tools.
ID: 13
Withdrawal of Consent for Biomedical Research and its Effects from a Data Protection
Perspective
Marcu Florea LLM, PhD Candidate, University of Groningen
My contribution to the conference is focused on the legal effects of withdrawal of consent for
processing personal data concerning health, in the context of biomedical research.
Regulation (EU) 2016/679, The General Data Protection Regulation (GDPR) clarifies the
requirements for obtaining and demonstrating consent for processing personal data, inter alia, by
expressly mentioning the right of individuals to withdraw consent for the processing of their personal
data. In addition, pursuant to Recital 42 GDPR, withdrawal of consent is tied to the free character of
consent, one of the elements necessary for its validity.
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Consent has different functions in the GDPR: it is a ground for lawfulness under art. 6 and an exception
from the prohibition to process special categories of under art. 9. In addition, it has a separate legal
regime under specific laws regulating biomedical research, such as the Regulation (EU) No. 536/2014,
the Clinical Trials Regulation, and it is a requirement for conducting certain types of medical research
pursuant to Member States law.
The overlap between these various functions of consent poses difficulties in understanding the legal
effects of withdrawal. For the purpose of this contribution, I will attempt to answer the following
questions: should the data controller always stop the process of personal data when consent is
withdrawn? is it possible to continue the processing activity on the basis of another ground for
lawfulness once consent was withdrawn? would such a change in the legal basis be compatible with
the principle of informational self-determination?
Continuing the processing of personal data after consent was withdrawn is possible under certain
condition only and poses several problems related to the principle of lawfulness, fairness and
transparency, as well as to the principle of accountability of the data controller.
ID: 14
Declassification and publication of personal/sensitive data due to the state of natural disaster
Arbesa Kurti MSc, Anxhela Zhidro Phd. Candidate, Tirana University & Democritus University of
Thrace, Greece
For more than a year, the whole world has been under pressure to protect the lives and health of
citizens, who is exposed to the risk of infection with the Covid 19 virus, due to which in March 2020
the WHO assessed the situation as pandemic.
In order to minimize the possibility of spreading the virus and protect the life and health of citizens, a
number of restrictions were imposed such as the right of movement, the right of assembly, the
obligation to stay in a certain place, etc.
One of the rights that was put at risk during the pandemic period is the protection of sensitive rights,
such as health records, because due to the nature and consequences of the spread of the Covid 19 virus,
many people infected with the virus settled "targeted" by authorities, employers, employees, citizens
who seek to be informed if a person is a carrier of the virus. Declassifying information that a person
is a carrier of the Covid 19 virus was considered an essential element in protecting the health and life
of other persons.
The interest in being informed about the people who were infected with the Covid 19 virus and how
they were infected was so great that with a dizzying speed the media, online media, portals, social
networks were filled with information, which identified the persons who were carriers of the virus.
But, how proportionate is this “violation”, are these restrictions legitimate, and are they dictated by
the situation? Is it possible that due to the protection of the public interest, the right to privacy to be
fundamentally violated?
This paper will analyze the right of every person that his private life to be respected, including personal
sensitive data, the possibility of restriction of this right taking into account the level of restriction,
proportionality and purpose of restriction due to the state of natural disaster, for the protection of the
public interest, in order to not infringe the essence of the right.
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ID: 15
Data Protection in the design process of eHealth: The Dutch contact tracing app Coronamelder
as an example
Jessica P Hof LLM, PhD candidate, University of Groningen
Privacy is an important value in the design of eHealth. The General Data Protection Regulation
(GDPR) has been introduced to protect this value. The GDPR makes a difference between ordinary
personal data and special categories (e.g. data concerning health). These special categories are by their
nature particularly sensitive in relation to fundamental rights and freedoms. Therefore, the processing
of this data could create significant risks and extra protection is needed.
The processing of this data in eHealth applications thus requires special attention. Understandably,
potential users of eHealth may be sceptical about the protection given to their data if they use this.
When privacy is not well secured in the design of eHealth, there can be consequences around the
acceptance and the use of it. This paper reflects on the design process of CoronaMelder – the Dutch
contact tracing app.
Following the announcement by the Dutch Minister of Public Health, Welfare and Sports that a contact
tracing app would be developed as part of fight against COVID-19, concerns on privacy were
expressed by several human rights organisations and users alike. Many were sceptical as to whether
such an app would respect the privacy of users and reserved their judgement on the app until they
could be convinced that privacy was being guaranteed.
Seeing this push for privacy (by users), it is important to include users’ needs in the design. This paper
considers whether developers can use the methods of Value Sensitive Design (VSD) to achieve this
aim of including users and their privacy in the design process. VSD developed by Friedman, can be
used to account for values (like privacy) in a principled and systematic manner throughout the design
process.
This paper shows that privacy by design in combination with VSD methodology require from the very
start of eHealth an identification of 1) who the stakeholders are, 2) which values, including privacy
need to be considered in the process, and 3) what the legal values at stake are. These values are the
starting point for the rest of the design process. In this way, adopting the values of stakeholders in an
early stage of the design process can contribute to the acceptance and use of eHealth in the future.
ID: 16
Safeguards on privacy protection while working from home
MSc Bora Kola, Ministry of Health and Social Protection
Work from home, although has been an employment option since the 1970s, with the pandemic caused
by SARS-CoV-2 (novel Coronavirus, Covid-19) has turned into a modus vivendi to prevent infection.
It has also been associated with personal data protection infringement. Article 8 of the European
Convention on Human Rights does not, specifically, provide the right to the protection of personal
data when working from home is concerned however it has been used by the European Court of Human
Rights, among other cases, in the case of Barbulescu v. Romania, to address the extent of personal
data protection for employees in contrast to the need for surveillance by the employer to monitor the
efficiency of work as well to establish obligations for the states to safeguard against the violation of
this Article.
However, the jurisprudence of the ECHR has been established under “normal conditions”, contrary to
the present case caused by the pandemic. This presents the need to broaden the scope of application
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of Article 8 of the Convention for the very basic fact that work is being done in a private setting, as is
one’s home.
There are three different subjects whose interest is to be taken into account: that of the state that is to
guarantee the public health of the population, that of the employer who shifts the physical surveillance,
through technology, online and that of the employee, who needs safeguards to conduct his daily task
on a private setting. Through this research, national and international practices on the extent of privacy
protection on the workplace and particularly when the work from home is concerned are analized. The
findings indicate that the guarantee of Article 8 of the Convention should be applied in this case as
well, moreover so because the place where the work is offered is the same place where you where one
develops his/her private and family life and thus can’t lose the protection status provided by law as a
private space.
ID: 17
Financial markets based on the technology of distributed registers
Katrin Treska PhD Candidate, Fatri Islamaj, PhD Candidate, Institution of the President of the
Republic
The use of virtual currencies has already become not only a well-known practice, but also a worldwide investment tool. Albania in this regard, until 2020, did not have a regulatory framework for
virtual currencies, or as they are known in everyday language "Bitcoin". However, the data have shown
that the lack of a regulatory framework has not prevented the spread of the use of virtual currency in
Albania, or by Albanian citizens. Only in May 2020, the Albanian Parliament was invested in the
approval of the regulatory framework - law no. 66/2020 "On financial markets based on distributed
registry technology". The authors in this paper will stop to analyze the regulations made by this new
law, its positive expected effects, and especially those provisions that may have left room for
interpretation in the implementation of the law in everyday life, and especially in the Albanian context.
By analyzing these elements, the authors will stop at a preliminary assessment of the risks of misuse
of virtual currencies in money laundering, due to the lack of experience of Albanian institutions in
managing and controlling this new tool of transactions.
ID: 18
Legal & regulatory effects of FinTech's in digitalizing financial markets (European & US
perspective)
Klaus Xhaxhiu PhD Candidate, LLM, Zaim Lakti LLM, Vistra Germany & QFS Corporation USA
The term ‘FinTech’ originates since the early 1990s, where it would refer to a project called ‘Financial
Services Technology Consortium’. However, since 2014, regulators, consumers and market
participants have increased their focus of attention for this sector. The rapid growth of FinTechs caused
a much higher regulatory scrutiny, which could be justified by the significant role they play in the
financial sector. Saying that, FinTech’s are startup companies in a highly regulated financial sector
relying on their early-stage financing to the venture capitals or institutional investors.
Taking into consideration the idea of creating a European Banking Union, Article 127(6) TFEU,
allows the ECB to be entrusted with specific tasks concerning policies relating to the prudential
supervision of credit institutions and other financial institutions especially FinTech's. The latter has
gained in importance, although it requires unanimity in the Council. Moreover, the European strategy
for FinTech's is part of the “Digital Agenda for Europe,” which the European Commission has outlined
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as one of the seven flagship initiatives. In March 2017, the Commission presented its action plan on
consumer financial services. These addresses, inter alia, the opportunities offered by FinTech's, but
focuses on the specific issues of electronic identification and distance selling. All great initiatives but
compared to other non-EU markets, still not in the edge of being entrepreneurial friendly.
Under existing U. S. law, the traditional Bank Charter permits firms to take depositors and make loans
and depository institutions have exclusively right to take insured deposits.
FinTech firm started to get into the bank charter territory and disrupted traditional financial industry
same way as Uber did to taxis, or Airbnb to hotels. New payment firm such as PayPal led the way to
sell loans to individual retail investors via old payments systems. However, new payments methods
like cryptocurrency provided alternative payment channels. This led to new legal challenges because
it fully excluded banks as intermediaries and gov had no control over the transaction. The US approach
has been slightly different from EU. Office of the Comptroller of the Currency (OCC) has proposed
new special purpose national bank charter for fintech firms which will bring FinTech, marketplace
lender and online payment providers within the regulatory perimeter and granting them federal
preemption. There are still many legal and financial challenges to be addressed in the digital markets
for EU and US, especially taking into consideration also the huge challenge of Cryptocurrencies.
ID: 19
The Future Challenges In The Mechanisms Of Corporate Governance
Artens Lazaj MSc, Tirana University
The digital era presents new challenges for the legal framework. Corporate governance is an area of
law that needs legal analysis to better understand the key mechanisms of operation and their adaptation
to the conditions of a global market. Special attention should be paid to the benefits, challenges and
risks that technology has over this area of law. The way a firm is run and controlled is directly related
to technology. The environment in which corporations operate has become extremely complex and
understanding the core principles and mechanisms of the corporate governance will create the right
path to adapt to the digital era and use its advantages far more than the potential risks. As a system of
rules, practices, and processes it is difficult to find some uniform rules. It also has to be considered
that the firms operating in Corporate governance are large, aim for big profits and the traffic of
influences is consequently high. The legal aspect of corporate governance is under the permanent
influence of countries with developed economies and a consolidated tradition in financial activity. In
these conditions we must pay special attention to digital processes, data security, privacy and
information security. The task of the legislator is to create the right legal framework to provide an
adequate security standard, in order to guarantee legal certainty so that the stock market function on a
regular basis and the results of the firms come only as a result of their free and fair competition.
ID: 20
The relevance of intermediate steps of protracted process as inside information in the light of
the new European regulation of Market Abuse
Dalila Federici PhD Candidate, University La Sapienza
The papers concern the definition of inside information that is a key concept of market abuse regime
and the relevance of the intermediate steps of protracted process in the light of the new european
regulation of Market Abuse.
The Directive 2003/6/EC (MAD I) of the European Parliament and of the Council completed and
updated the Union’s legal framework to protect market integrity. It’s know that an integrated, efficient
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and transparent financial market requires market integrity. However, the market and technological
developments since the entry into force of that Directive have canged and the Directive was replaced
by the Directive 2014/57/EU (MAD II) and the Regulation 596/2014 (MAR).
One of the most relevant modification concerns the definition of insider information. The article 7 of
MAR now explicitly includes the relevance of intermediate steps of protracted process as inside
information.
It was aked if the explicit relevance of intemediate steps of protracted processed to a broadening of
the definition. To answer this question it is necessary analyze the definition of insider information
under the MAD I whith specific focus on the concept of “precise nature” and the potential impact on
the price of the information (known as price sentivity or materiality), also trought the decision of the
Court of Justice in the case Markus Gelti v. Daimler AG and the elaboration of the American Federal
Courts on the materiality-test.
ID: 21
Legal-criminal protection of copyright in Albania. Aspects compared to the current Italian
system.
Av Sheldiana Jano, Chamber of Advocates
The material presented in this Topic, highlights the fact that copyright together with other related
rights, constitute a very interesting, modern and relatively new field of jurisprudence and at the same
time of all Albanian judicial practice .This is also the reason why I will present some aspects compared
to Italian jurisprudence, which dates back to 1941. The several years of experience of Italian
jurisprudence in this field not only makes us see some shortcomings in the criminal field, but also
highlights the problems that need to be solved taking as an example this consolidated right, for several
reasons:
1. Because we have a relatively new law of 2005, the law on "Copyright and other related rights"
which together with article 148 "Publication of another's work in its own name" and article 149 "
Unwarranted reproduction of another's crime ”of the Criminal Code offer protection from the criminal
point of view, which in our opinion let the legislator place for improvement and is also the reason why
I have treated it in comparative terms with the Italian system.
2. Because in the last ten years the Albanian jurisprudence has started to touch the first real cases of
copyright infringement, creating "judicial precedents" in this field.
3. Because an in-depth analysis should be carried out, of the protection of legal relations of copyright
as a criminal concept, related to criminal offenses that pose a higher risk such as: piracy and contraband
of original works.
Copyright is the exclusive property of the owner, the right to exercise the interests of the property such
as the sale or lease, specifically protected by law. A person who does not own the copyright and
distributes the work of someone else via the Internet, cd, dvd, through the uploader and downloader
technique can be held criminally liable for the violation of these rights. Other ways of a Unauthorized
reproduction and copyright infringement are the scanning of a copyrighted document and its transition
to a digital form using the bootleg phenomenon, mash up.
Without implementation, the Albanian copyright legislation should be consolidated and adapted as
much as possible to the legislation of the EU countries, because the differences between the copyright
laws are significant.
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ID: 22
Protection of Intellectual Property Rights in Albania in the Light of European Integration
Processes
Assoc. Prof. Florian Bjanku, University of Shkodra
Intellectual Property today is one of the most important issues in the development of law, human
rights, trade, public administration and crime. The protection of intellectual property in Albania is not
at the right level, compared to EU countries. The current system does not provide fair competition,
reliability in market and fulfillment of obligations provided in Article 73 of the Stabilisation and
Association Agreement between the European Communities and Albania and Chapter 7 "Intellectual
Property".
The focus of this paper is to improve the functioning of the Intellectual Property system in order to
strengthen the registration system, administration and protection of rights deriving from Intellectual
Property, as rights that exert a strong influence on the development and well-functioning of the market.
It also seeks to foster and support innovation through the promotion of research, in particular by
universities, companies and independent scientists.
In accordance with the requirements and obligations arising from the integration process of Albania,
the system intellectual Property in Albania must effectively guarantee a level of protection of
Intellectual Property rights equal to that which exists in the European Union.
ID: 23
Protecting the trademark rights from online counterfeiters
PhD Etlon Peppo, Assoc. Prof. Jola Bode, Tirana University
Intellectual property rights (“IP rights”), including herein the rights derived from the registration of
trademarks or patents, refer to creations of the human mind and give to authors exclusive rights over
their creations. In this context, the intellectual property rights are considered as capital assets and a
special legal regime is enacted to ensure their protection in an international and national level. More
specifically, intellectual property rights include trademarks, patents, utility models, industrial designs,
geographical indications, denominations of origin, copyright, plant varieties, integrated circuits and
trade secrets. The globalization and the huge impact of digital technologies have been broadly
exploited to infringe the said IP rights and the trademark rights in particular. Furthermore, the global
pandemic has significantly increased the risk for infringement of trademark rights through the online
sale of counterfeited goods. In light of the above, the focus of this paper is primarily based on the
available legal remedies (i.e., criminal and civil remedies) for the protection of the trademark rights
from online counterfeiters. The protection of intellectual property rights is essential for the social and
economic development of the society. In particular, trademarks indicate the trade origin of goods or
services and guarantee the consumers about the quality of the concerned goods or services. Therefore,
the importance of trademarks is relevant not only for their owners, but for the general public and
consumers as well. In view of this point, several international legal acts, such as: TRIPS Agreement
and the Paris Convention, have been enacted to ensure the protection of IP rights. On the other hand,
states have adopted and enacted different legal remedies to make possible the protection of trademark
rights by the infringement actions of third parties. This paper will analyze the criminal and civil legal
remedies in this field by pointing out the efficacy of each remedy in combatting the online
counterfeiting activity. Lastly, a special attention will be focused on the similarities and differences
between the Albanian and Dutch legislation in handling these matters.
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ID: 24
Copyright enforcement and the internet: Recent developments and contemporary challenges
Ina Hasankolli MSc, Enea Sheqi MSc, Inspectorate of Market Surveillance
Copyright can be considered as one of the disciplines of law that has undergone the most changes due
to technological development. From the Statute of Ana and so far a number of author’s rights have
been recognized, but at the implementation level it still encounters difficulties. The invention of the
internet and the digital environment has caused that a protected work of copyright to be used and
exploited in different dimensions and in different places, at the same time or not. The enforcement of
copyright and related rights requires an inter-institutional coordination, but also a positive approach
of all stakeholders so that the economic and moral rights of the author are not violated. Following, this
paper will analyse copyright infringements in the digital environment, their prevention and the ways
of enforcing copyright and related rights on the Internet. The paper is also reflected with domestic and
international case law, as well as the initiative of states in terms of preventing and punishing copyright
violations.
ID: 25
Corporate bankruptcy criminal law in the syndemic scenario
PhD Andrea Pantanella Post Doc, La Sapienza University
This paper aims at illustrating financial criminal law present situation, particularly referring to
corporate bankruptcy law in Italy.
As it is known, the today’s scenario is characterized by the world-wide spreading of Covid-19
pandemic resulting in a dramatic worsening of the already long-lasting economic, social and
environmental crisis of global society.
Our analysis is consequently carried out in different fields of study: i) corporate bankruptcy criminal
law state-of-the-art; ii) aspects of criminal law liability, with reference to legislative decrees ensuring
funding to firms suffering from the emergency measures adopted to face Covid-19 pandemic; iii) with
a view to reforming the system, possible legislative models able to withstand the effects Covid-19
pandemic is producing on the legal system.
As of the first field of study, the analysis focuses on the actual extent of the new “Corporate
Bankruptcy Code within the corporate criminal law context. Specifically, it is to be noted that, despite
the legislator intention, many amendments have been introduced, among which the increase of false
statements, resulting in the enhancement of the legally protected right of correctness and accuracy of
company information.
As of the second field of study, due consideration is given to the fact that, besides rules of law
regulating corporate financing, the “Decreto Liquidità” (D.L. 23/2020) does not provide for any crime.
Thus, in order to ensure respect for the principle of legality, it is necessary to identify which crime
(already provided for in the Italian criminal system) should apply to any false statement produced by
entrepreneurs for the purpose of receiving funds. In this context, it turns out to be particularly difficult
to make a clear distinction between false statement and fraud crimes, as it was the case for the medieval
“stellionatus” generic crime, which was very indetermined and left judges with enormous
discretionary power.
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As of the third field of study, on the one hand, de iure condito, it is necessary to examine the ways
through which the system, although hesitant and defective, could resist. On the other, de iure
condendo, a general reform in this area is to be taken into consideration in order to ensure more updated
incriminating patterns compliant to the Italian Constitution principles, as well as to those established
by the European Union and the European Convention of Human Rights.
ID: 26
Some notes on interpretative problems in bankruptcy crimes. Comparative aspects of the
Albanian and Italian discipline
Assoc. Prof. Ersi Bozheku, La Sapienza University
This intervention is aimed at analyzing the legislative construction and the interpretative aspects of
the types of bankruptcy crimes.
The analysis of the cases will be carried out in a comparative perspective between the Italian and
Albanian legal systems.
In particular, the affinities and points of contact between the two disciplines will be highlighted,
retracing the evolution of the regulatory data of the incriminating rules of bankruptcy crimes and the
interpretation made by doctrine and jurisprudence.
ID: 27
The digital currency and money laundering in Albania
Assoc. Prof. Ervin Karamuco, Tirana University
Albania continues to be a high risk country in money laundering activities, which has put domestic
law enforcement agencies in serious challenges regarding efforts to combat this phenomenon. This
situation has been reported continuously with high level of concern by international organizations and
other foreign allies ‘countries, which repeatedly emphasize the deterioration of this illegal activity.
Albania has made relevant efforts to adopt and improve national anti-money laundering legislation
and has set up specialized institutions to identify, track and denounce illegal activities in this field.
Recently a very special digital currency has been reported in Albania to be part of new modus operandi
of organized crime in money laundering.
This paper aims to analyze the current situation and to point out the challenges that Albania is facing
to combat the organized criminal activity of money laundering, focusing mainly on "digital money"
that circulate online and outside the banking system. During these analyses, will be given also the
main forms which the digital money transactions is undertaken by criminals and associated persons in
order to be laundering with very sophisticated schemes. At the end of this paper, in addition to the
general conclusions that have been presented, a special part is preserved to figure out some
recommendations, which should be taken into account by law enforcement agencies in order to
intensify the activity and improve legislation to prevent this kind of criminal activity in Albania.
ID: 28
The impact of cybercrime on consumer rights
Ketjona Kaçupi MSc, Edvin Morava MSc, Ministry of Justice
The development of information technology and the internet world have already crossed the
boundaries of domestic and traditional trade. Nowadays, most transactions are done through the
internet. The concept of virtual consumer and e-commerce has been significantly developed, so a
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significant portion of purchases and payments are made directly through the internet. These legal
actions have brought a number of problems in the field of consumer rights protection, who in a
contractual relationship, due to the lack of information and security are the weakest party. As a result,
consumers are directly affected by cybercrime. This article aims to address in theoretical and practical
perspective, cybercrime and its impact on the consumer, breach of personal data, their use and
consumer insecurity when conducting online transactions. The focus will also be on the provisions of
the Albanian legal framework in force, in civil and criminal terms. At the end of the paper, relevant
recommendations will be given to improve the legal and institutional framework in order to create a
safer environment for the virtual consumer.
ID: 29
Artificial Intelligences and human responsibility
Prof. Dr. Maria Beatrice Magro, Gulielmo Marconi University
Artificial Intelligences is the construction of machines capable to feel, to adapt to environment, to lear,
to evolve, even capable of empathy. Such machines have the following characters: they are interactive
and reactive to environment, they act autonomously and in a non-determined way, flexible, easily
influenced. Artificial Intelligences have a system of automatic learning (AutoML) from experience
and are capable to improve their performances.
What are the practical and normative implications of our limited ability to predict the machine’s
behavior? Are the producer or the programmer of an intelligent system able to precisely predict its
behavior, also in the normal conditions of use, and are they therefore responsible?
ID:30
Computer fraud provided in Article 143/b of the Albanian Criminal Code
Assoc. Prof. Dorina Hoxha, Assoc. Prof. Lirime Cukaj, Tirana University
The criminal offense of “Computer fraud” is provided in Article 143 / b of the Criminal Code and is
an added provision with law no. 10 023 date 27.11.2008. This law has provided for the first time
cybercrimes and among them computer fraud, which through the manipulation of the information
system, protects property in the part that includes all those means or financial activity which can be
directed through a computer or internet.
This criminal offense presents some features in Albanian criminal law and certainly has room for
criminal legal analysis in relation not only to its constituent elements but also to the position held by
the Albanian practice of the High Court and its distinction with some criminal offenses, which have
similar elements of computer access and criminal offenses committed through access to it. A special
aspect will be held by the locus and tempus commissi delicti of this criminal offense.
This paper will focus on the implementation of this provision in practice, problems of investigation
that are closely related to electronic evidence, explanation of notions that this offense can be
committed from an objective point of view and aspects of the criminal procedural profile.
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ID:31
The Penal Juridical Defense Against Acts of Xenophobic and Racist Nature Committed Through
Computer Systems
Dr. Ylli Pjetёrnikaj, Prof.Dr. Altin Shegani, Prosecutor&Tirana University
Freedom of speech, as one of the fundamental freedoms, constitutes one of the most important and
basic foundations of the democratic society, as well as one of the most essential conditions for its
progress, and the development of each human being. In the framework of the evolution of the means
for its development, the computer systems offer an extraordinary opportunity and means, which help
for easing the freedom of expression and communication worldwide. Nevertheless, besides the
enormous advantages, these systems represent the high risk of their abuse and misuse for spreading
racist and xenophobic propaganda.
The later constitute a grave violation of human rights, and are a serious threat to the rule of law and
democratic stability, always taking into consideration that the national and international rights should
provide the right responses of a protective and defending nature against the racist and xenophobic
propaganda spread through the computer systems. All this gave birth to the need for ensuring an
equilibrium between the freedom of speech and the effective fight against acts of racist and xenophobic
nature, especially by making the later subject to each country’s penal legislation, as well as to the
international one, and especially by considering the need for the harmonization of the provisions of
the material law in relation with the fight against the racist and xenophobic propaganda.
Some member countries of the Council of Europe already had in place suitable legal mechanisms for
combating racism. Nevertheless, there were difficulties for fighting racism spread through Internet due
to the nature of communication and the legal obstacles for implementing the provisions of “hate
speech”. That is why it became indispensable to create an instrument of binding nature throughout the
European Council space. Taking into consideration the Action Plan adapted at the Second Summit
(Strasburg, 10-11 October 1997), and in order to seek common responses to the new technologies’
development, and based on the values and standards of the Council of Europe, the Additional Protocol
“On the criminalization of the acts of racist and xenophobic nature committed through the computer
systems” was approved in January 2003.
This Protocol provides for the measures that should be taken at a country level; more concretely
speaking, the legislative measures that should be adopted by each member state in order to criminalize
such racist and xenophobic acts. In this paper, we are going to treat in depth and in a detailed way the
legislative measures of the penal-material character that Albania undertook in the framework of
complying with the obligations deriving from the ratification of this Protocol.
ID:32
Spread of Cyber crime, reasons, consequences, and cyber crime in Albania
Vilma Musta MSc, Besmir Qibini, MSc, Brunes & Kavaja Municipality
The study "Cybercrime Spread, Causes, Consequences, and Cybercrime in Albania" was conducted
in order to assess the general and specific knowledge about the risks and consequences of Cybercrime.
Recently, all over the world we have seen how technology and advances in this field are growing
faster, thus describing every aspect of life and as a result this makes society exposed to threats such as
cybercrime.
The novelty and the unknown that confronts our society, raises the need for continuous normative
intervention against criminal behaviors of this character.
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Albania ranks among the countries where the development of technology, internet access and
computerization of society is progressing very fast. This is a fact to be appreciated, but on the other
hand it should be taken into account that with the increase of technology development, in our country
the cases of victims and dangers threatened by cybercrime are increasing significantly.
To prevent and fight cybercrime, Albania has ratified a series of Conventions, among which we
mention the "Budapest Convention on Cybercrime".
Precisely, the purpose of this presentation is to study the phenomenon of cybercrime in various aspects
and dimensions of evolution, analyzing the basic principles of the fight against it, as well as analyzing
the protection of society through Albanian legislation and international cooperation.
ID: 33
The Challenge of Incorporating Legal Rules in Digital Applications: Data Protection by Design
and by Default and the Certification Mechanism in the GDPR
Efstratios Koulierakis PhD Candidate, University of Groningen
According to article 25 of the EU’s General Data Protection Regulation (GDPR), digital applications
should comply with the Regulation ‘by design and by default’. This provision aspires to influence the
structure of digital applications in a way that they incorporate data protection rules. According to that
provision, data controllers should actively incorporate measures of data protection, from the moment
of determination of the means of processing. The proposed paper explores this aspect of the GDPR
and pursues to identify how article 25 GDPR can influence digital innovation. The aim of the research
is to identify what is the added value (from a legal perspective) of a provision that imposes the
obligation of compliance, by design and by default. To that purpose, the paper analyses the
prerequisites of article 25 GDPR and explores its role, within the system of the GDPR. It is argued
that article 25 should be read in conjunction with the principle of accountability (article 5(f) GDPR).
From this perspective, data controllers should actively adopt measures of data protection by design
and by default and they should be able to demonstrate that they did so. For that reason, the certification
mechanism is important in relation to article 25 GDPR. The main argument of the paper is that the
GDPR imposes the obligation for the controller to demonstrate compliance by design and by default,
but it also sets forth an institutional framework for certification. By doing so, the GDPR pursues to
provide the ability for data controllers to demonstrate compliance, via the means of a certificate. The
certification scheme requires that data controllers and processors comply with specific pre-determined
criteria. The paper proposes that the development of criteria for certification, across different sectors
of technology can be a useful tool for specification of the abstract rules and principles of the GDPR.
It is concluded that the GDPR allows the Member States and the EU to develop their own policies, so
as to promote the use of data protection certificates that prove compliance by design and by default.
ID:34
Social Media and legal challenges on the data protection in criminal proceedings. International
standards and the case of Albania
PhD Fjorida Ballauri (Kallco), Josi Ballauri MSc, Academy of Security
Nowadays, with the technology development and the globalization, the implementation of the law and
regulations on the data protection, are of a particular importance. The implementation of the Law on
Data Protection in Albania has been under several obstacles and challenges because of the way the
information is distributed every day in the social media. Although there are some regulations, bylaws
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and obligations for data processing and an independent institution specialized in this field, there are
some concerns related to the administration and illegal dissemination of personal data.
The issue of data protection during investigation, prosecution and judgment, is directly linked with the
presumption of innocence and the due process of law. The way media covers an article on a criminal
case sometimes can influence the court decision. Sometimes, the journalist during the processing the
personal data of persons under investigation, may violate even the secrecy of the investigation.
This article aims to conduct an analysis of the legal framework on the data protection in criminal
proceeding in Albania and how the implementation of the law on data protection can affect the
administration of justice.
ID: 35
Legal and ethical challenges in the use of open source data
Prof. Ass. Dr. Jonida Milaj LLM, University of Groningen
Advances in technology and changing trades in online behavior have led to an increase in the volume,
variety, velocity and veracity of open source data. At the same time, new ways to analyse these data
have emerged. Open source intelligence (OSINT) is intelligence collected from publicly available
sources, including the internet, newspapers, radio, television, government reports and professional and
academic literature, etc.
This paper takes a fundamental rights as well as a multi-disciplinary approach to analyse the legal and
ethical challenges created by the use of open source data to gather intelligence. It analyses in how far
the use of open source data is compatible with data protection and privacy rules in the European Union.
Starting from the premise that even the most perfect implementation of laws (that by nature are
imperfect) would leave gaps that need to be filled, the paper analyses how we could use ethics for
filling these gaps and comply with privacy and data protection standards.
ID: 36
Processing of personal data due to employment relationship
Av Franc Terihati, Chamber of Advocats
The use of technology to improve work processes and ensure safety has always been increasing and
is a phenomenon, which is expected to involve businesses more widely.
Activities such as the application of video surveillance systems, biometric identification of employees
when accessing the workplace, recruitment of employees through online platforms, have made
employees transmit to employers personal and sensitive data, which later on are being processed,
stored and transferred through computer and cloud systems.
In the framework of the implementation by the public bodies of the measures for prevention of the
spread of the Covid pandemic 19, a wide category of employers, especially in the Call Center sector,
restructured the way of organizing the work by applying the work from home of the employees, or in
any other place determined in agreement with the employer (teleworking). In these conditions,
employees have faced new ways of monitoring through the activation of the camera of the work
equipment or the placement of cameras in the place of residence, the recording of mouse movements,
etc. and have been required to attend and appear in video conferencing, which are often recorded.
In recent years, the legal framework for personal data protection has undergone considerable
development through decisions and guidelines adopted by the Commissioner for the Right to
Information and Personal Data Protection, while the future challenges are the full implementation of
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the provisions of the EU General Data Protection Regulation and strengthen enforcement of
obligations arising from legislation.
In this paper will be developed an analysis of cases when the employee's obligation to transmit his
personal data to the employer arises, cases in which personal data can be provided with the consent of
the employee and the consequences on the employment relationship in case the employee does not
give consent to the processing of data, and to the technical and organizational measures to be taken by
the employer to prevent unauthorized dissemination of data. In the focus of the paper will be also all
the new challenges in the protection of personal data due to work from home and teleworking.
ID: 37
Multi-sided platform abuses and optimal enforcement design – Law & Economics
considerations
Prof. Dr. Stefan E. Weishaar LLM, MSc, University of Groningen
The digital revolution is challenging many existing business models and legal regimes. Competition
law is no exception. Being part of economic law it is perhaps not surprising that competition law has
long been exposed to the challenges from digital markets and been used to fine large tech companies
on several occasions. Despite having shown its teeth in the past, competition law in practice may be
ill equipped to address types of violations where the business model strongly diverts from the classical
industrial business models e.g. when products and services are offered for ‘free’. This paper focuses
on multi-sided platforms where consumers use a service for free but have to divulge private
information and spend time and the provider actually earns money from third parties, often
advertisement companies. The paper analyses if abuses in the context of these platforms can be
effectively deterred from a Law & Economics perspective. Public and private enforcement is central
to this analysis as are other alternative enforcement regimes.
ID: 38
The European Union’s evolution of Market Manipulation offence
PhD Marina Poggi d’Angelo, La Sapienza University
The purpose of this paper is to analyse the structure and the evolution of the Market manipulation
offence in the European Union.
Primarily, it seems useful to retrace the general history of Market Abuse. Then, the paper will
investigate specifically the origin and the definition of one of the two market abuse crimes: the market
manipulation. And finally, we will see the recent transformation of the market manipulation offence.
The regulation of Market Abuse has a long history in the European Union. Indeed, since the stock
market was born, the need to avoid information asymmetries or behaviours that cause information
distortions, and “speculative bubbles” has become particularly important. Already in the 17th century,
in the Netherlands, the price of tulip bulbs, after an exponential growth, collapsed so quickly that it
led to a real financial crash. The market manipulation’s ratio is to make stock market more efficient
thanks to quick and free transmission of information.
The European Union adopted its first Market Abuse Directive in 2003, which built a broad and
comprehensive framework for the regulation of market abuse modelled partly on the UK Market
Abuse regime. However, the practical impact of the Directive was rather limited. For this reason, in
2014 the previous directive was replaced by a Regulation (MAR) and a new Directive (MAD II).
The Market manipulation offence presents a preliminary problem of definition. Some of the most
important jurisdictions do not define the term "manipulation". The classic definition of market
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manipulation was given in a famous US case in 1948, where “manipulation” was defined as “the
creation of an artificial price by planned action”. Differently, the United Kingdom has defined market
manipulation firstly in the FSA 1986 and later in the FSMA 2000.
In the EU, a general definition of market manipulation was envisaged in the MAD I, following the
traditional distinction between "transaction-based " and "information-based" market manipulation.
However, this paper aims to highlight that all attempts to define market manipulation in legislative
provisions follow 3 different approaches: the “effects-based approach”, the “intent-based approach”
and a combination of the two approaches.
Finally, in 2014, UE has rethought the crime in order to mark even more the criminal liability. The
Directive MAD II has recommended Member States to take the necessary measures to ensure that
market manipulation as referred to a criminal.
ID:39
The rapid evolution of digital markets in Albania: analysis on the antitrust legal framework for
digital services
Kejsi Ziu LLM, MSc, Ministry of Europe and Foreign Affairs
The rapid and widespread development of digital services in Albania in recent years has definitely
positively impact the lives of Albanian citizens, as it has created many new ways to access and
purchase desired information or products online. Online intermediaries and platforms in particular
have become vital players in the digital transformation of acquiring services in Albania, of facilitating
purchase for consumers as well as increasing innovation and cross-border trading with the EU, or on
a larger scale.
While there is a broad consensus on the benefits of the rapid digital transformation, the issues arising
may have some repercussions for society and economy not only on a national level, but also on an
international one, e.g. the European Union. A core concern is the trade and exchange of illegal goods,
services and content online. These new challenges and the way platforms address them have a
significant impact on the fundamental rights of Albanian citizens, and as such, an overview on how
apt the current national legal framework in Albania might be in tackling such challenges, is required.
Therefore, the specific focus of this article would be providing a thorough analysis on the current
antitrust legal framework in Albania, and whether Law No.9121, dated 28.7.2003 “On the Protection
of Competition”, amended, fully regulates potential gaps arising from the emergence of digital markets
in the field of free online trade. The study will also provide a legal comparison with EU competition
laws, and how specifically the EU acquis is adapting to legally addressing constant evolving digital
reality.
ID: 40
Cyber Strategy-The importance of an inclusive and rights-oriented process
Assoc. Prof. Engjell Likmeta, Enton Dimni MSc, Tirana University
Albania's National Security Strategy (2014) promotes the adoption and implementation of a National
Cybersecurity Strategy, and the current Digital Agenda of Albania (2015-2020)
includes cybersecurity as a recurring theme throughout its vision of “a society based on knowledge
and information…”.
The Cross-Cutting Strategy “Digital Agenda of Albania 2015-2020” has set the major priorities of this
strategy: the improvement of national infrastructure of information and communication technology
and the development of electronic governance and the establishment of a multi-purpose Cadastre.
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A new Strategy following the above mentioned is being discussed by the relevant stakeholders,
primarily AL CSIRT.
This paper aims to understand and assess the extent to which: the process of drafting the new Strategy
complies with the principles of inclusiveness of all relevant actors in the cyber security domain and
the current draft Cyber Strategy (if a Draft is being prepared) incorporated concepts of the Rights
Based Approach (RBA). The RBA incorporates human-rights principles and standards as both a means
and a goal of cooperation, and integrates the achievement and fulfilment of human rights into design,
implementation, monitoring and evaluation of all policies and actions.
As concerns the first topics “Inclusiveness”, the paper shall seek to provide answers to the following
set of questions:
Does the cyber-related policy recognise the multi-stakeholder nature of the process, or is the latter
centralised through the government? Does the private sector or civil society participate in the process
through consultations or other similar mechanisms? Do civil-society organisations have the means to
engage in a meaningful discussion on cybercrime, in particular in the context of preserving civil
liberties? What is the ownership structure of critical infrastructure – state, private or other form of
arrangements – and how does it influence policy making?
As for the second topic “RBA-oriented Strategy”, the topics to be addressed are: does the draft Strategy
or its process contribute to safeguard access and openness, to respect, protect and fulfil human rights
online?
The research shall be based on two data gathering instruments: Desk Review, and Key Informant
Interviews with the core responsible individuals from AL CSIRT, Critical National Infrastructures,
and CSOs with a particular interest in cyber issues.
ID: 41
Artificial intelligence-based crimes: Are we heading towards an AI crime dominated future?
Ina Veleshnja MSc, Tirana University
Artificial Intelligence has come a really long way since the creation of the first computers. The first
computers weighted 50 tons and occupied a huge space, since those days, computers have evolved to
be stored in a pocket for our easy daily usage. The first programs that these massive computers would
run, were simple OXO games or storage of data. Today as we all know, there really is no limit to the
potential of computers and their capabilities, from playing the simplest of games to sending ships in
Mars, artificial intelligence has done wonders for humanity. With the help of AI not only science but
also our daily lives have progressed rapidly. We have digital personal assistants like Siri, Cortana,
Google Assistant, (and more), that can help us with a multitude of tasks, smart homes and even smart
cities. I can go on and mention a million ways how AI has made our lives better, however, life has
showed us that AI hasn’t always been used for good purposes. With this newfound technology and
updated advances to it, criminals have been making use of it to achieve their criminal goals. In other
words, in today’s world criminals can use technology and AI to escape from law enforcement agencies
and secure the products of their illegal activities. Whoever has a criminal intent can use AI, to
impersonate and embezzle millions out of their victims. Other examples may also include using social
media as a tool to commit murders and many other more. This paper aims to give a general panorama
of “crimes of the future” and how AI is already shaping our lives in ways we cannot fully predict.
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ID: 42
Artificial Intelligence Effects on Human Rights, Democracy and Rule of Law
Sabrina Qypi MSc, State Police
Artificial intelligence (AI) is a new concept, so it is difficult to give a single definition about it.
However, AI is now part of our lives and has transformed the behavior of peoples, organizations and
societies. AI systems are making big changes, opening opportunities and generating benefits in
different fields regarding education, health, transport, business and in other numerous life aspects. As
always new technologies and AI systems have their own risks when it comes to human rights,
democracy and rule of law. The questions rising upon AI are many and the concerns on how to prevent
any negative effects in human life are the real topic nowadays. There are some issues with the
protection of our fundamental rights and also the benefits that AI systems can create for us. Creating
and setting an international legal framework can give us all the instruments to regulate the effects and
also promote the growth of AI, without risking human rights or democracy. In this paper it is given a
broadly overview about the advantages and the disadvantages, as well providing some suggestions
and steps that should be discussed in the future, to regulate AI effects on human rights, democracy and
rule of law.
ID: 43
Artificial Intelligence in the courtroom: A question of humanity and necessity
Renis Sheshi MSc, School of Magistrates
The courtroom is a place with a strong basis on tradition and stability, but it too must be subjected to
change. With our society adapting to a new reality heralded by the advances in technology and
utilization of AI, the courtroom as the place where significant decisions about this society are taken
must also change with it. To not take advantage of the significant boost in efficiency and quality the
utilization of AI provides means to unrightfully deny people of better judicial processes and a higher
quality of administer of justice.
The application of Artificial Intelligence in assistance of human endeavour holds the key to a bright
future for all humanity but also poses significant risks. This is especially true when it comes to the
exercise of societal power and sovereignty in the courtrooms. AI can be deployed in assistance of the
court, to analyse, compile huge amounts of data and use them to highlight judicial practices for the
judges. Highly advanced future AI can even act as advisors to the court and suggest solutions for
possible cases and also create projections of the impact of certain decision in the parties involved and
society as a whole. However, some countries, especially those with a lower level of income may be
tempted to replace traditional human judges with AI’s. This has already been proposed for minor civil
disputes. Although this transition can lead to shorter trials and somewhat more efficient ones, it paves
the way for a dystopic society. In this unacceptable scenario humans would be subjected to a cold,
heartless justice relying only on calculations and predictions without taking into account empathy and
understanding for the choices of fellow humans.
AI can also be used by the other parties involved in the courtroom. It is already in use by law firms
and attorneys around the world. Current uses include assessment of the success rate for a legal
submission and even the prediction of the outcome of a case in which an AI analyses the specific
judge’s mindset and judicial practice. Future and more advanced AI can be used to direct dynamic
litigation strategies adapted on the go based on the opponent litigators moves in the court.
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In any case the courtrooms of tomorrow will rely heavily on AI. The nature of the roles assumed be
these AI in the court will decide how tomorrow’s human society will lo.
ID: 44
Old Products, New Risks: Cybersecurity and the EU Product Liability Framework
PhD Nynke E. Vellinga, Post Doc, University of Groningen
As products, from smoke detectors to cars, are becoming increasingly more connected, cybersecurity
risks increase. Someone could gain unauthorized access to the smart lights in your home, turning it
into an all-night disco and leaving you sleep-deprived. A hacker with a more serious intent could even
hack your car and cause an accident.
It will be difficult to recover the damages – the high energy bill and the damage from the car accident
– caused by such hackers as hackers are generally good at covering their tracks. The injured party
could therefore better turn to the producer of the smart home system or the vehicle for compensation.
It could be argued that these products were defective within the meaning of the EU Product Liability
Directive (Directive 85/374/EEC), possibly leading to liability of the producer for the damage caused
by his defective product.
Although this may sound fairly straightforward, several challenges arise out of the confrontation of
the over 35 year old Product Liability Directive with these relatively new cybersecurity risks. Are
over-the-air software updates ‘products’ within the meaning of the Product Liability Directive? To
which outcomes do the defences of the producer lead if a product is hacked? Should the producer be
confronted with the damages of a zero day attack?
The so-called New Technologies Formation of the Expert Group on Liability and New Technologies,
initiated by the European Commission, has addressed several issues related to product liability and
emerging technologies in its report titled ‘Liability for Artificial Intelligence and Other Emerging
Digital Technologies.’ The Formation discusses various findings on the Product Liability Directive
but, although cybersecurity is an important element of these technologies, cybersecurity is only
mentioned a few times in the Formations report.
ID: 45
Expanding The EU’s Border Security Ecosystem Through Externalisation: The Albanian
Example
Lauren E. Elrick PhD Candidate, University of Groningen
The number of actors involved in protecting the EU’s border has grown exponentially in recent years,
and now encompasses those from a variety of fields (e.g. border control, the visa/asylum/immigration
fields, law enforcement etc), and operating on a range of different levels, including the national
(domestic law enforcement authorities, border guards and immigration officials), the
regional/European (EU institutions and agencies, e.g. Europol, Eurojust and the EBCGA), the
international (Interpol and third country states) and even the private sector (i.e. airline operators).
These actors have become progressively interconnected through the exchange of personal information,
which has increasingly been facilitated through technological advances which make it easier to track
and record individuals as they cross borders. All of these factors have helped to establish a border
security ecosystem within the EU.
However, as this paper highlights, in recent years the EU has sought to go a step further, by expanding
this ecosystem beyond the EU’s territorial borders. In doing so, they have established new
interconnections, linked new and old actors in different ways, and created new avenues through which
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personal information can be exchanged. This paper seeks to highlight how this has occurred, in
particular through discussing the example of Albania.
In 2018, following the signing of a Status Agreement between the EU and the Republic of Albania,
the European Border and Coast Guard Agency (EBCGA) launched its first ever joint operation on the
territory of a neighbouring non-EU state. This agreement enabled EU forces to be deployed to the
Greek-Albanian border to work alongside Albanian authorities. This paper therefore seeks to highlight
how through this agreement, and similar ones negotiated with Serbia, Montenegro, Bosnia and
Herzegovina, and North Macedonia, the EU has sought to shift some of the responsibility for
protecting their external border onto the territories of their neighbouring third-country states.
However, beyond this externalisation of border controls, it is also important to consider these
agreements alongside the recent expansion in powers granted to the EBCGA, particularly regarding
their ability to process personal information. This paper therefore also seeks to show how, when these
issues are taken into account, additional concerns can be raised - in particular, regarding how
expanding the border security ecosystem in this way could affect human rights, such as privacy and
data protection, by creating new avenues through which personal information can be shared, and by
increasing the number of actors with access to it.
ID:46
Data Justice and Interoperability: A Socio-Legal Reflection on Europe’s Digital Border
Surveillance
Mattis van ‘t Schip LLM, University of Groningen
In recent years, the borders of the European Union have rapidly adopted new technologies, culminating
in the incursion of interoperability, the exchange of data sources between different databases and
responsible authorities, through the Interoperability Regulations.
In contemporary privacy and surveillance scholarship, the technological, social, and legal changes
brought forth by interoperability have not yet received detailed attention. In this paper, the implications
of interoperability are analysed under the concept of “data justice”. Data justice provides a critical
analytical framework of legal and social justice in the context of data processing technologies, with
an interdisciplinary focus on the autonomy and integrity of marginalized persons.
The paper starts with a descriptive view on the shift of the European border landscape towards
biometric mass surveillance. This shift includes the establishment of a diverse set of databases, starting
from the early 1990’s with the Schengen Information System and the subsequent employment of the
Eurodac and the Visa Information System, and currently continuing with the enactment of three new
border systems (EES/ETIAS/ECRIS-TCN) in the coming years. Over the years, these systems have
shifted towards new purposes, leading to a primary focus on the use of biometric data for data-driven
analyses and decision-making within the European migration field.
From the perspective of European privacy and data protection law, interoperability forms a complex
challenge that is not congruent with several principles arising from case law and provisions from
secondary legislation. This intersection between the endeavours towards interoperability and privacy
and data protection law is critically analysed to highlight the legal implications for third-country
nationals and, thus, the legal element of data justice in the migration field.
The technological developments in the migration sector inherently cause complex social implications.
The paper continues with an interdisciplinary view of these social implications from the perspective
of surveillance studies. Using this perspective, it analyses the modern role of “liquid surveillance” in
enabling shifting purposes and the adoption of new technologies in the European migration field.
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Based on the socio-legal analysis conducted within the framework of data justice, the paper concludes
that continuous endeavours towards adapting new technologies in the European migration sector are
currently not supported by adequate safeguards to maintain legal and social fairness for third-country
nationals. Building on this conclusion, the paper closes with recommendations directed at the
prominent role of personal data and the extensive reliance on technology in the modern migration
approach of the European Union.
ID: 47
Innovations in online technology, the safety and danger of children to ‘virtual fashion’
PhD Pjereta Agalliu, Tevia AGALLIU MSc, Tirana University
The selected topic presents the impact of criminal offenses on technological developments, forms, the
modern ways that these works take alongside the market, the spaces that are offered. My possition as
a lecturer, the constant communication with students, the many problems we encounter nowadays,
makes us more sensitive towards issues not infrequently encountered in the everyday life.
The new decade has entered, the pandemic situation has changed the way of life all over the globe,
the education and communicating with each other. Avoiding common areas, work,
community living, schooling, our daily lives brought to attention the most unused elements seen so
densely, online communication.
This new, widely usage of technology, computers, cell phones have returned to normal. This
normality of such excessive exposure to technological means
has negative effects that are directly related in terms of psycho-motor development, health,
addiction that technology offers and especially the exposure to any risk of criminal offenses
easily consumed in communication networks.
The advantage of all persons committing criminal offenses in an ‘invisible way’, by giving trust
virtual forms, finding the easiest way to interfere to not leave traces or electronic evidence. As a result,
in Albania, children are so exposed to risks invisible to them, related to their protection and victims
fail to use the support they need.
The Experience in using the internet in diverse ways, parental capacity and ability to control increase
the risk of exposure to all forms of crime that technology offers. This is a problematic national as well
as international, as this type of crime knows no borders.
In the analysis, cases, solutions of this paper, we bring to attention the specific findings in Cybercrime
Unit, with a special focus on investigating crimes against children in the internet.
ID: 48
Children’s Rights and Technology
Av Diana Malaj, ATA Group
As usually is said, we are now living in the ‘fourth industrial revolution’ this because of the use of
internet and computers in every moment of our lives which has affected and changed totally our way
of living. This radical change does not affect only the elder people, but also the children. Based on the
statistics, one third of the internet users are children. Globally, over 176.000 children go online for the
first time every day, and almost a new child every 2 seconds. Most of the platforms used, are basically
designed for adults, and is not a rare thing that children face many online inadequate platforms which
can threaten them by its content and information gathered from their unprotected use.
This paper will try to analyse children’s rights and technology, based on international and national
regulations; how children are impacted by Artificial Intelligence systems, which are the surveillance
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tools of governments, specially focused on Albania and what protection instruments do we have as a
society or should we create in order to guarantee our children rights.
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Publication
Participants at the Conference will have the opportunity to publish their research articles in a special
peer-reviewed edition of ILLYRIUS International Scientific Review (ISSN 2225 - 2894).
Authors of accepted manuscripts will receive one copy of the publication in electronic format.
Final versions of manuscripts accepted for publication should meet the following requirements:
Format. All papers are limited to a maximum of 6,000 words including footnotes, tables, figures, etc.
Each table is held to be equivalent to 300 words and each figure will count as 500 words. References
are to be placed at the end of the paper as endnotes. All manuscripts must be double-spaced, including
endnotes, using Microsoft Word format (Times New Roman 11).
English. The manuscript must be written in clear, fluent English so that readers will not be able to
distinguish authors who use English as a first language from those who use English as a second
language. The editors of the special edition encourage any authors who are not fluent in English to
undergo professional language review prior to submission.
Author Credentials. An endnote following the name(s) of author(s) should indicate the author
affiliation (without abbreviations) and email address.
Copyright. The author(s) must be the sole owner(s) of the complete copyright and all other rights in
the paper (apart from copyright material not owned by the author but included in the manuscript with
the permission of the copyright holders).
All papers must be submitted in Word format (.doc or .docx files) to
conferenceinternational829@gmail.com before May 31 2021. Please use the subject heading “Legal
challenges in the Digital Era - Paper submission”.
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